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CybersurveillanceCybersurveillance andand
PrivacyPrivacy

ReadingsReadings in in advancedadvanced intellimediaintellimedia
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IntroductionIntroduction

WhatWhat isis cybersurveillancecybersurveillance??

EvolutionEvolution ofof technologiestechnologies

WhyWhy thisthis problemproblem??
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OutlineOutline

I I -- CybersurveillanceCybersurveillance
RFIDRFID
Mobile phoneMobile phone
InternetInternet

II II -- PrivacyPrivacy
PersonalPersonal datadata
EuropeEurope
CNILCNIL
TheThe LawsLaws

I I -- CybersurveillanceCybersurveillance
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1) RFID1) RFID

Radio Radio FrequencyFrequency IdentificationIdentification
AutomaticAutomatic identification technologiesidentification technologies
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1) RFID1) RFID

RadioRadio--frequencyfrequency radiationradiation
Communication Communication betweenbetween thethe
transpondertransponder andand thethe scanning scanning 
antennaantenna
EnergyEnergy

TheThe fieldfield ofof thethe scanning scanning 
antennaantenna «« wakeswakes upup »» thethe RFID RFID 
chipchip
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1) RFID1) RFID

RisksRisks
ItsIts use use cancan bebe twistedtwisted
WhatWhat isis thethe aimaim ofof thethe RFID tag?RFID tag?
CreationCreation ofof profilsprofils

ConsequencesConsequences
PersonnalizedPersonnalized advisingadvising
RevealsReveals privateprivate informationinformation
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2) Mobile phone2) Mobile phone

TelephoneTelephone companiescompanies needneed to to 
commute commute rapidlyrapidly thethe usersusers
DatabasesDatabases

StaticStatic data (type data (type ofof suscription, suscription, 
authentification authentification keykey, phone , phone numbernumber))
DynamicDynamic data (state data (state ofof thethe mobile, mobile, 
position position ofof thethe customercustomer))
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2) Mobile phone2) Mobile phone

PrecisionPrecision ofof 500 500 metersmeters
GeolocalisationGeolocalisation services for services for 
companiescompanies

LocalisationLocalisation
AlertsAlerts
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2) Mobile phone2) Mobile phone

Type Type ofof workersworkers::
roadroad haulagehaulage
Sales Sales reprep..
OthersOthers??

DesactivationDesactivation ofof thisthis service?service?
PrivatePrivate use use ofof thethe phonephone
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3) Internet: 3) Internet: GoogleGoogle

Most Most famousfamous searchsearch engineengine
Analyse Analyse ofof thethe relationshipsrelationships
betweenbetween websiteswebsites

BacklinksBacklinks

2000: use 2000: use ofof keywordskeywords to to sellsell
advertisingsadvertisings
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3) Internet: 3) Internet: GoogleGoogle

2002: Cookies 2002: Cookies untiluntil 20382038
NowNow: Cookies : Cookies durationduration isis 2 2 yearsyears
Daniel Brandt: Daniel Brandt: «« TheThe value value ofof whatwhat
GoogleGoogle gathersgathers [[……] ] isis simplysimply tootoo
alluringalluring to to keepkeep awayaway fromfrom thethe
governmentgovernment’’ss eyeseyes »»
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3) Internet: 3) Internet: GoogleGoogle

Under Under controversialcontroversial existingexisting U.S. U.S. 
lawlaw: : GoogleGoogle cancan bebe forcedforced to hand to hand 
overover allall suchsuch information to information to thethe US US 
governementgovernement
LowestLowest rating by rating by PrivacyPrivacy
InternationalInternational

Global Global surveysurvey ofof thethe usersusers
HostilHostil to to privacyprivacy
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3) Internet: Social Networks3) Internet: Social Networks

WebsitesWebsites to to meetmeet friendsfriends
FriendsterFriendster
TribeTribe
FacebookFacebook
MySpaceMySpace

CreationCreation ofof a profila profil
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3) Internet: Social Networks3) Internet: Social Networks

Information accessible to Information accessible to everyevery useruser
Configuration Configuration settingssettings
PrivacyPrivacy problemproblem
PreventionPrevention??

II II -- PrivacyPrivacy
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1) 1) PersonalPersonal datadata

Information relative to a Information relative to a personperson
Identification Identification numbernumber
PersonalPersonal elementelement

Sensitive dataSensitive data
Racial/Racial/EthnicEthnic originorigin
PoliticalPolitical opinionopinion
ReligionReligion
HealthHealth
SexualitySexuality
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2) Europe2) Europe

1995: 1995: HarmonizationHarmonization ofof thethe
protectionprotection
SpecificSpecific lawlaw
IndependantIndependant organismorganism ofof controlcontrol
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3) CNIL3) CNIL

HistoryHistory
Project SAFARIProject SAFARI

Identification Identification numbernumber
InterconnectionInterconnection ofof administration filesadministration files

HugeHuge controversycontroversy

Commission Nationale Informatique Commission Nationale Informatique 
et Libertet Libertééss
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3) CNIL3) CNIL

Garant Garant ofof personalpersonal data protectiondata protection
IndependantIndependant organismorganism
Budget Budget 
ControlsControls
AllowedAllowed to fineto fine

2006: total 2006: total ofof 168 000168 000€€
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4) 4) TheThe lawlaw

TheThe rightsrights
To To bebe informedinformed
To opposeTo oppose
To To accessaccess
To correctTo correct

Delphine BlondeauDelphine Blondeau 2222

4) 4) TheThe lawlaw

TheThe obligationsobligations
CollecteCollecte
ObjectiveObjective
DurationDuration
ProtectionProtection
ConfidentialityConfidentiality
Information Information ofof peoplepeople
DeclarationDeclaration to to thethe CNILCNIL
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ConclusionConclusion
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ConclusionConclusion

YouYou are are notnot famousfamous soso youryour
personalpersonal data are data are uselessuseless??

TryTry notnot to to jeopardizejeopardize privacyprivacy
withwith new technologiesnew technologies……
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ConclusionConclusion

ThankThank youyou!!

Do Do youyou have have anyany questions?questions?


